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SINAPSE  
OPERATIONAL, SECURITY AND SAFETY PRELIMINARY REQUIREMENTS ANALYSIS 

This Operational, security and safety Preliminary Requirements Analysis deliverable is part of a project 
that has received funding from the SESAR Joint Undertaking under grant agreement No 892002 under 
European Union’s Horizon 2020 research and innovation programme. 

 

 

Abstract  

The document is the Operational, security and safety preliminary requirements analysis, D1.1, of the 
SINAPSE project. This deliverable provides applicable operational, security and safety requirements 
that need to be considered in the solution design, it also includes a preliminary requirements analysis. 

SINAPSE project aims at proposing an intelligent and secured aeronautical datalink communications 
network architecture design based on the Software Defined Networking (SDN) architecture model 
augmented with Artificial Intelligence (AI) to predict and prevent safety services outages, to optimize 
available network resources and to implement cybersecurity functions protecting the network against 
digital attacks.  



OPERATIONAL, SECURITY AND SAFETY PRELIMINARY 
REQUIREMENTS ANALYSIS 

 

  

 

 

 5 
 

 

 

Table of Contents 
 

Abstract ................................................................................................................................... 4 

1 Introduction ............................................................................................................... 7 

1.1 Purpose of the document............................................................................................... 7 

2 Objective 1: Design a solution suitable for ATM needs ................................................ 9 

2.1 Introduction .................................................................................................................. 9 

2.2 Main considerations for the SINAPSE network architecture ............................................ 9 

2.3 Proposed functional network architecture ................................................................... 13 

2.4 High-level safety requirements to build the proposed network architecture ................. 20 

3 Objective 2: Prevent ATCO/pilot datalink communications outage ............................ 25 

3.1 Problem overview ....................................................................................................... 25 

3.2 Proposed solution........................................................................................................ 28 

4 Objective 3: Optimize network resources .................................................................. 37 

4.1 Problem overview ....................................................................................................... 37 

4.2 Proposed solution........................................................................................................ 39 

5 Objective 4: Implement cybersecurity mechanisms to detect and prevent digital 
attacks ........................................................................................................................... 47 

5.1 Problem overview ....................................................................................................... 47 

5.2 Proposed solution........................................................................................................ 50 

Acronyms ....................................................................................................................... 57 

Appendix A Applicable reference material ................................................................. 58 

 

List of Tables 

Table 2-1: Main considerations for the SINAPSE network architecture summary ............................... 10 

Table 4-1: WP3 solution methods ......................................................................................................... 43 

Table 5-1: WP4 Targeted security solutions .......................................................................................... 50 

 

List of Figures 

Figure 2-1 Stringent Safety and performance requirements for future communications infrastructure 
(Diagram reproduced based on [39]) .................................................................................................... 14 

Figure 2-2 SESAR Future Communication Infrastructure ...................................................................... 15 



OPERATIONAL, SECURITY AND SAFETY PRELIMINARY 
REQUIREMENTS ANALYSIS 

 

  

 

 

 6 
 

 

 

Figure 2-3 Programmatic Abstracted Interaction with Network [19] ................................................... 16 

Figure 2-4 Comparison of OSI, TCP/IP and SDN models (SINAPSE) ....................................................... 18 

Figure 2-5 Possible classification of AI/ML applications ....................................................................... 19 

Figure 2-6 SINAPSE targeted solution ................................................................................................... 20 

Figure 3-1. Technical Round-Trip Delays [38]........................................................................................ 27 

Figure 3-2 CPDLC Provider Abort and Delays – root cause analysis made complicated ....................... 28 

Figure 3-3 Example of indicator prediction (next day anticipation) ..................................................... 30 

Figure 3-4 Level 1 & Level 2 Solution - Architecture Overview ............................................................. 32 

Figure 3-5 Guarantee ATC datalink services performance Solution – Architecture overview .............. 36 

Figure 4-1 Evolution to XAI [20] ............................................................................................................ 38 

Figure 4-2 WP3 computation flow proposal ......................................................................................... 44 

Figure 5-1 Digital communications infrastructure of SINAPSE .............................................................. 47 

Figure 5-2 Potential Vulnerabilities within the SDN architecture [26] .................................................. 49 

Figure 5-3 Security over SDN Based FCI architecture using AI .............................................................. 56 

 

 

https://altystech.sharepoint.com/sites/Partners-sinapse-tech/Documents%20partages/Documentation/WP1-Network%20Design/D1.1/v1.1/SINAPSE-D1.1-Operational%20Security%20and%20safety%20preliminary%20requirements%20analysis-v1.1-clean.docx#_Toc74727240


OPERATIONAL, SECURITY AND SAFETY PRELIMINARY 
REQUIREMENTS ANALYSIS 

 

  

 

 

 7 
 

 

 

1 Introduction 

1.1 Purpose of the document 

1.1.1 Project overview 

The SINAPSE project aims at proposing an intelligent and secured aeronautical datalink 
communications network architecture design based on the Software Defined Networking (SDN) 
architecture model augmented with Artificial Intelligence (AI) to predict and prevent safety services 
outages, to optimize available network resources, and to implement cybersecurity functions 
protecting the network against digital attacks. 

The project has the following detailed objectives: 

• Objective 1: Design a solution suitable for ATM needs 

✓ Identify relevant ATM operational, performance, safety and security requirements 
✓ Propose a consolidated SDN augmented with AI design that complies with these 

requirements 

• Objective 2: Guarantee ATC datalink services performance. 

✓ Design and prototype AI application to anticipate and prevent service issues and outages.  
✓ Design an SDN based aeronautical network integrating the Machine Learning (ML) 

application. 

• Objective 3: Optimize network resources 

✓ Design and prototype AI application supporting QoS prediction to optimize network 
resources. 

✓ Design an SDN based aeronautical network integrating the Machine Learning (ML) 
application. 

• Objective 4: Implement cybersecurity mechanisms to detect and prevent digital attacks 

✓ Design and prototype AI application for cybersecurity against prevalent network threats. 
Threats violating network confidentiality and integrity will be covered. 

✓ Design a security architecture for SDN-based aeronautical network integrating the AI 
application 

As part of WP1, this document answers directly the objective 1, by identifying operational, 
performance, safety, and security requirements. 

1.1.2 Scope of the document 

This Deliverable gathers high-level requirements for the objectives corresponding to WP2, WP3, and 
WP4. The aim of collecting all these high-level requirements is to have a repository of all of them in a 
project document. This D1.1 document will be used then as the starting point for WP2, WP3, and WP4. 
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The requirements analysis is performed considering the proposed technical framework which includes 
“SDN” and “AI”.  

The document D1.2 is the second deliverable within WP1 and will compile all the outcomes coming 
from WP2, WP3, and WP4 and will also gather the final and refined requirements coming from these 
WPs. 

The requirements identification will be based on reviewing existing standards (collection and analysis) 
or projects (previous or ongoing R&D project) in addition to identifying new requirements based on 
collecting operational feedbacks (e.g. ATC controller).  

This preliminary analysis will identify from safety, security, and performance perspective, the main 
concerns that must be addressed in WP2, WP3, and WP4 use cases designs and simulations: 

• As an example, and from a safety perspective, if the AI is given action autonomy, confinement is a 
challenge to restrict an AI entity to a confined environment from which it can’t exchange 
information with the outside environment via legitimate or covert channels unless such 
information exchange is authorized by the confinement authority. One variant of the confinement 
protocol could be based on the idea of asking “safe questions” with restricted answers. A safe 
question, for this purpose, is one for which predefined options exist, and for which a human being 
could verify an answer without any help from the superintelligence. 

• Another example from a performance perspective, how can we ensure AI predictions are of equal 
accuracy level regardless of the network environmental conditions (high or low traffic load, aircraft 
or ground system component experiencing implementation issues, etc.) and therefore are not 
impacting the overall network performance? 

• Define the targets for network solution improvements, such as stability, resilience against extreme 
situations, QoS/QoE assurance. 

From these three examples, we can see that the requirements can be directly derived from the 
intended usage of the AI, relying on SDN, for each objective.  

The proposed approach in the following sections is to precise each objective, i.e. objectives 2, 3, and 4 
(objective 1 being the consolidated design), and to derive corresponding operational and technical 
requirements. 
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2 Objective 1: Design a solution suitable for 
ATM needs 

2.1 Introduction 

Chapter 2 within this Deliverable provides an initial approach for the proposed SDN architecture 
considering safety and performance requirements to meet ATM needs. 

This chapter will also introduce what network resources and cybersecurity mechanisms could be 
considered and where they should be implemented in the proposed SDN architecture, again, ensuring 
that ATM needs are met. This way, this chapter will be directly linked to chapters 4 and 5 where 
network resources and cybersecurity are analysed in detail. 

The final goal of chapter 2 is to come up with an initial set of high-level requirements for the proposed 
SDN architecture that will be considered a starting point for the SINAPSE project. Additionally, and 
somehow, these requirements will be some sort of baseline on which the SINAPSE project will work to 
further develop them along the execution of the Project. In the end, SINAPSE D1.2 will gather all the 
relevant requirements for the proposed SDN architecture with all the details captured throughout the 
execution of SINAPSE. 

2.2 Main considerations for the SINAPSE network architecture 

This section includes the main aspects that the proposed network architecture should consider always 
looking at meeting ATM needs. These aspects are: 

• Performance and safety considerations 

• Multilink considerations 

• Cybersecurity considerations 

This section develops how these considerations must be taken on board so that the proposed network 
architecture meets the required ATM needs being augmented with the different AI mechanisms 
considered within SINAPSE. 

We must not forget that the ultimate target of AI algorithms within SINAPSE is to improve ATM 
performance preserving the functions and operational procedures already existing in the European Air 
Traffic Management Network (EATMN). 

The following table summarizes for each aspect the derived requirements or considerations that 
should be considered when designing SINAPSE solutions. All these requirements are depicted in the 
following paragraphs 2.2.1, 2.2.2 and 2.2.3  

Aspect to be considered Derived requirements for SINAPSE solution 

Performance and safety 

No impact on operational systems or services 

Meet performance targets 

Ensure continuous monitoring 
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Aspect to be considered Derived requirements for SINAPSE solution 

External providers regulation compliance 

A/G multilink 

No impact on operational systems or services 

Seamless for ATCOs and pilots 

Improve performance, capacity, and resiliency 

Allow future and more demanding services 

Cybersecurity 
No impact on operational systems or services 

Improve security 

Table 2-1: Main considerations for the SINAPSE network architecture summary 

2.2.1 Performance and safety considerations 

Performance and safety are very much related in the ATM framework and actually, performance 
requirements are usually derived from safety requirements. 

Another important aspect to understand and to distinguish is the difference between safety and 
security. When we refer to safety, we describe what is needed to ensure that an aircraft can fly without 
any operational problem. This means that there are different important aspects that should be 
considered on the aircraft, but also on the ground with all the specific and required CNS and ATM 
systems. When it comes to security, we usually refer among others, to the fact that there is no 
cyberattack (intrusion, identity theft or phishing, malware, etc.). Again, security must also be granted 
both on the aircraft and on the ground for the CNS/ATM systems mentioned above. 

The following paragraphs address the most important considerations in terms of performance and 
safety that ANSPs or any other organization involved in the provision of ATM and CNS services have to 
consider, and, somehow, to evidence how they are or will be considered. 

No impact on operational systems or services. This could be one of the highest priority considerations 
when it comes to the introduction of a new service or the modification of a service already existing. 
This consideration applies to both performance and safety. When a new service is introduced, the 
organizations involved in the commission and later on the provision of that service must ensure that 
there will be no impact on any operational system already running. 

Within the framework of SINAPSE, this could be translated into the fact that the introduction of any AI 
and/or ML mechanisms shall not produce any impact on any operational system. Obviously, in order 
to ensure this, we need to understand how AI and ML will be deployed in the proposed SDN 
architecture and how it will work with the systems currently in operation. 

Meet performance targets. This is another important consideration when introducing a new service 
or when modifying an existing one, as well. The performance or the performance targets met by the 
current services shall not be impacted by a new or modified service. 

Again, within the remits of SINAPSE, this implies that the introduction of AI/ML mechanisms shall not 
negatively impact the performance of the services already in operation. Obviously, this needs a further 
assessment because, firstly, we need to understand which services could be impacted, and then, 
secondly, we need to understand in which way they could be negatively impacted. 



OPERATIONAL, SECURITY AND SAFETY PRELIMINARY 
REQUIREMENTS ANALYSIS 

 

  

 

 

 11 
 

 

 

Ensure continuous monitoring. This consideration is, somehow, related to the previous one. Basically, 
what we have to bear in mind is that the performance shall always be met and, in order to ensure that, 
we need to be continuously monitoring how the different services are being provided, i.e., we need to 
make sure that the performance of all the systems in operation never degrades because of new 
services or the modification of any existing service. 

Within the context of SINAPSE, this will imply that all the services being provided will be continuously 
monitored to make sure that the introduction of AI and/or ML won’t degrade the performance of 
operational services. 

External providers regulation compliance. This consideration derives from the current European 
regulation in place [2], which requests external providers to adopt and to comply with the existing 
procedures within ATM and CNS service providers, and, not to impact their daily operations. 

In SINAPSE Project this means that those external providers supplying AI/ML mechanisms to ATM/CNS 
providers shall respect and comply with the requirements applicable to the external providers 
according to the European regulation. 

2.2.2 A/G Multilink and Mobility considerations 

Multilink considerations are those considerations related to the use of multiple A/G technologies to 
exchange voice and data communications both in the downlink and in the uplink. On the other hand, 
the mobility ensures maintaining network end-to-end connection while moving across those links. 

A/G multilink communications concept was introduced in the SESAR program a long time ago and still 
being updated in the Wave 2 project PJ.14-W2-77 [3] taking into account mobility using future ATN/IPS 
network. When this new concept arose, the reason why this was brought up was to have the 
availability to support new datalink services, datalink services with higher capacity requests, and also 
to increase the resiliency of the A/G communications. 

The following paragraphs address the most important considerations in terms of A/G multilink 
communications. 

No impact on operational systems or services. This is always a prerequisite for any CNS/ATM provider. 
When a new service, system, or technology is adopted, we must ensure that the introduction of such 
a change shall not have any kind of impact on any system or service already in operation. 

As mentioned above for the performance and safety considerations, within the framework of SINAPSE, 
this could be translated into the fact that the use of A/G multilink powered by AI shall not produce any 
impact on any operational system. In order to ensure this, we need to understand how multilink will 
be implemented and how it will interact with the current A/G technologies. 

Seamless for ATCOs and pilots. It is also very important to ensure that any technology, which supports 
the communication between ATCOs and pilots, is completely transparent for them. In principle, neither 
ATCOs nor pilots need to know which A/G technology they are using to exchange information. 
Additionally, they would not need to change between one or another A/G technology based on the 
performance or the perceived quality. All this needs to be completely transparent for them. 

Then, in summary, within SINAPSE, the use of A/G multilink shall be completely transparent for ATCOs 
and pilots. They might be informed about the current A/G technology that they are using at any specific 
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point in time, but, again, they should not care about what technology they should use to communicate 
with each other. 

Improve performance, capacity, and resiliency. Performance, capacity, and resiliency are somehow 
related within the framework of multilink. In principle, the use of multilink powered by AI/ML will 
increase the performance because several A/G links will be available at the same time providing higher 
bandwidth and ensuring the use of the best A/G technology at all times. This also derives into a 
theoretical higher capacity. If the available bandwidth is higher, then, we can use the additional 
bandwidth to transmit and receive more information. Finally, the use of multilink will also increase 
resiliency because we could use other A/G links as back-up solutions of the current A/G link.  

In SINAPSE, we will assume that multilink will definitely improve performance, capacity, and resiliency 
for the reasons mentioned before. 

Allow future services and more demanding services. This assumption is also quite related to the 
previous one. If A/G multilink can provide a better performance, higher capacity, and more resiliency, 
then multilink can support future services, which, for sure, will be more demanding in terms of quality, 
bandwidth, latency, etc. 

Then, again, within SINAPSE, we will assume that A/G multilink will enable the possibility of providing 
more services and more demanding services over the different A/G technologies. 

2.2.3 Cybersecurity considerations 

Cybersecurity considerations are those considerations related to the implementation of cybersecurity 
mechanisms, which makes the overall EATMN much more secure from any kind of cyberattacks. 

The implementation of cybersecurity implies adding some HW and SW elements to the network, which 
are precisely the assets that provide that security enhancement. The considerations gathered here are 
quite general and, to some extent, they are also quite similar to the considerations previously 
mentioned. 

The following paragraphs will address the most important considerations in terms of cybersecurity. 

No impact on operational systems or services. As already mentioned along this section, this is always 
a prerequisite for any CNS/ATM provider. In this specific case, when a new piece of SW or HW is 
included in the network, we must ensure that the introduction of such element shall not have any kind 
of impact on any system or service already in operation. 

Within the framework of SINAPSE, this could be translated into the fact that the inclusion of 
cybersecurity mechanisms shall not produce any impact on any operational system. In order to ensure 
this, we need to understand what cybersecurity mechanisms will be implemented and how they will 
interact with the rest of the elements in the proposed SDN. 

Improve security. Although this is obvious, we must ensure that the inclusion of cybersecurity 
mechanisms will improve security and not the other way around. It might happen that because of 
adding new SW or HW elements to the network, there could be potential security breaches that, 
obviously, had not been previously identified. 
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In SINAPSE, we’ll assume that security will be increased and that enough analyses will be performed 
before adding any element to the network that could derive into any dangerous security breach. 

2.3 Proposed functional network architecture 

This section will draft a proposed functional network architecture using different building blocks 
following a top-down approach. 

We consider that at this point in time it is better going for a top-down approach that will allow us to 
depict a general functional architecture that will be later on completed with the outcomes of the 
different Deliverables within SINAPSE. 

2.3.1 Overview 

In the forthcoming years, the European future datalink communications will need to support more 
aircraft, new types of manned and unmanned craft, as well as military air traffic. This demands higher 
datalink communication capacity and better performance.  

Similarly, the arrival of 4D trajectory1 services, including initial 4D (i4D) and then full 4D), will require 
improved performance which means enhanced end to end communication transaction time, improved 
service availability, and increased network security. These improvements will be mainly required with 
the introduction of IP network technologies (i.e. ATN/IPS) for the ATN network.  

The following figure, Figure 2-1, illustrates the evolution in terms of safety and performance 
requirements foreseen for communications infrastructure. 

 

 

1 4D trajectory aims at connecting aircraft and ground systems to optimize trajectory in three 
dimensions (latitude, longitude and altitude) plus time with real-time exchange of trajectory 
information between aircraft and Air Navigation Service Providers (ANSPs) 
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Figure 2-1 Stringent Safety and performance requirements for future communications infrastructure 
(Diagram reproduced based on [39]) 

Alternatively, through different projects, SESAR focused on developing air-ground communication 
infrastructure capable of supporting future air traffic services in addition to flight operations centers. 

A key part of resilient air-ground communications is the development of an FCI network infrastructure 
to support future service concepts and the migration towards internet protocol (i.e. use of ATN/IPS for 
safety communications, enforcement of multilink, support of IP mobility and security). 

 Performance parameters
ATN B1

ED120 SPR

ATS B2

ED228A SPR

RCP130/RSP160

ATS B3

RCP60/RSP60

 Transaction Time One Way (sec)
4 sec - 95% of messages

12 sec - 99% of messages

5 sec - 95% of messages

12 sec - 99% of messages

2 sec - 95% of messages

5 sec - 99% of messages

 Transaction Time Two Ways (sec) Not specified
10 sec - 95% of messages

18 sec - 99% of messages

4 sec - 95% of messages

8 sec - 99% of messages

Availability- CSP 0.999 0.9995

0.999995

(maybe reduced by the use of  

multilink)

Availability - Aircraft Not specified 0.99 0.999

 Integrity Malfunction 10^-5 per hour flight
Not specified, must be good enough 

to meet RCP/RSP

Not specified, must be good 

enough to meet RCP/RSP

 Security Physical protection, Unauthorized access

Not specified

 Unauthorized access need ICAO 

requirements

Technical security requirement

e.g. use of DTLS over ATN/IPS 

network

Initial Datalink 
En-Route 
services

Initial 4D 
Trajectories

Full 4D 
Business 

trajectories
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Figure 2-2 SESAR Future Communication Infrastructure 

 

2.3.2 SDN as a building block for FCI 

SINAPSE proposes the use of the SDN paradigm as an approach for the FCI deployment, management, 
and operation enabling dynamic, manageable, cost-effective, and adaptable network configuration 
while ensuring improved network performance and monitoring. 

The key principles of using SDN can be summarized as follows:  

• Enable programmatic and abstracted interaction with the network. The classes of interaction 
that need to be considered include control, provisioning, configuration, management, and/or 
monitoring. 

• The network control function is decoupled from the controlled Network Elements while being 
logically centralized. The control function and selected management/monitoring functions are 
housed in an SDN Controller. 

• The SDN Controller is required to be able to exert programmatic direct control of forwarding 
behaviour, thereby actually defining the network (e.g. its logical topology), not merely 
influencing/configuring it. 
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Figure 2-3 Programmatic Abstracted Interaction with Network [19] 

Figure 2-3, illustrates the interaction between the different blocks building an SDN architecture, these 
blocks are: 

• Network element: is a collection of network resources that is managed as a unit. The Network 
Element terminates/originates traffic and/or forwards’ traffic. 
Examples:  OpenFlow2 switch, L2 switch or virtual switch, L3 router, a firewall etc. 

• SDN controller is the “brain” of the network, relaying information to switches/routers “below” 
(via southbound APIs) and the applications and business logic “above”. A global abstract 
network “view of the network” resources is accessed by the programs in the application plane, 
for their purposes of internal decision-making. 

 

 

2 OpenFlow (OF) is a common communication protocol in SDN architectures enabling SDN controller to directly 
interact with the forwarding plane of network devices such as switches and routers. 
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• SDN layer is an open area to develop application by leveraging all the network information 
about network topology, network state, network statistics, etc. Some examples of applications 
could be network automation, network monitoring or network troubleshooting. 

The SDN paradigm, can be applied to local network, as-well-as to wide area network (WAN), in this 
case we can talk about SDN-WAN. In traditional WAN, traffic routing is mainly based on addresses. The 
routing configuration is distributed among multiple routing nodes (and most of the time physical), 
without having a holistic understanding of how network resources are efficiently operated.   

Using SDN-WAN the routing can become “service” centric, where SDN-WAN application (leveraging 
Centralized Orchestration) will be in charge of adapting the overall network3 configuration in order to 
route traffic according to “services” needs (priority, required end-end performance or security).  In 
other terms, the SD-WAN provides service-aware routing across the WAN where each class of service 
receives the appropriate QoS and security policy enforcement. 

2.3.2.1 SDN compared to OSI and TCP/IP Models? 

Traditional IP protocol deals with packets, addresses, and direct messages to where they are intended. 
The Layer 2 and Layer 3 networks consist of switches and routers and leverage familiar protocols such 
as Ethernet, VLANs, BGP, OSPF and others. These protocols govern how traffic is forwarded. 

When compared to OSI model, functionalities of IP have been organised into four abstraction layers 
illustrated in Figure 2-4: 

1. The Network Access layer contains the network interface card which provides access to the 
physical devices.  

2. The Internet layer establishes network to network communications and therefore connects 
internetworking.  

3. The transport layer handles the end-to-end (host-to-host) communication.  
4. The application layer offers end users with the interface to communication and gives a way for 

applications to have access to networked services. 
5. The network management functionalities are mainly implemented in the layer 2 and layer 3 

(highlighted in green). 

 

 

3 A hybrid network combining physical and virtualized network elements i.e., virtual switches or routers etc. 
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Figure 2-4 Comparison of OSI, TCP/IP and SDN models (SINAPSE) 

The SDN Model deals with how network is managed. It consists of separating the decision maker, called 
the control plane, which decides where packets are sent, from the underlying infrastructure, called the 
data plane, which forwards packets to the decided destination. This is a migration of control can 
formerly and tightly bound in individual network devices enabling the underlying infrastructure to be 
abstracted for applications and network services, which can treat the network as a logical or virtual 
entity.  

In classical switches and routers, the fast packet forwarding (data plane), and the high-level routing 
decision (control plane) happen in the same network element; but in SDN: 

• The data plane portion resides in the switches, whereas the routing decisions are moved to the 
controller; the communication between controller and underlying switches is done through a 
dedicated Transport Layer Security (TLS) protocol e.g., OpenFlow protocol 

• The control plane encompasses the management plane and is responsible for all layers in the 
OSI stacks 

• The applications are connected on top of the SDN controller using APIs (named northbound 
interface); APIs are usually SDN RESTful APIs used to communicate between the Controller and 
the services and applications running over the network. These APIs are used to facilitate 
efficient orchestration and automation of the network to align with the needs of different 
applications via SDN network programmability. 

2.3.2.2 SDN In SINAPSE 

From conceptual point of view, the proposal in SINPASE is to deploy SDN architecture in a progressive 
stepped approach i.e., starting from a low level of integration toward a high level (i.e., SDN-WAN). This 
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will allow having seamless network upgrade. Three levels (or phases) are identified, taking into account 
the FCI context, i.e. the network architecture, constraints, avionics certification complexity etc.): 

• SDN Level 1- Hybrid SDN FCI for ground network. This level requires to partially deploy SDN 
capable network elements interconnected with multiple SDN controllers, deployed on the 
different ground segments (ACSP, ANSPs, etc.). Note also that an SDN controller can have 
different types of adapters to connect to legacy network infrastructure. This could be a first 
deployment approach leading in the future to level 2 and then level 3 implementation. 

• SDN Level 2 - Fully compatible SDN FCI for ground network only. This level requires deploying 
SDN capable network elements interconnected with SDN controllers for ground network (ACSP, 
ANSPs, etc.). This level could be also a cost expensive option as it could require evolving or 
replacing existing ground network elements. 

• SDN Level 3 - Fully compatible SDN FCI for both air and ground network. This level requires 
deploying SDN capable network elements interconnected with SDN controllers. This could the 
most expensive option as it requires a fully compliant ground network, in addition to certifying 
new SDN capable avionics equipment. 

 
Three set of SDN applications are targeted (c.f. Figure 2-4) answering the objectives 2, 3 and 4. The 
detailed architecture for each solution will depicted in the corresponding technical deliverables (D2.2, 
D3.2 and D4.2). An overview of these architectures is also provided in the following chapters 3 and 5 
(e.g., Figure 3-5 and Figure 5-3). 

2.3.3 AI/ML as a building block for FCI 

SINAPSE proposes to integrate AI/ML powered applications to predict and prevent services outages 
causing safety issues, to optimize available network resources, and to implement cybersecurity 
functions protecting the network against digital attacks 

The AI/ML layer is added over the SDN application layer (cf. SDN App in Figure 2-3) and could also have 
multiple levels (cf. [6] EASA Artificial Intelligence Roadmap) of implementation: 

• AI/ML Level 1 - Human assistance/augmentation 

• AI/ML Level 2 - human/machine collaboration 

• AI/ML Level 3 - Autonomous machine 

 

Figure 2-5 Possible classification of AI/ML applications 

2.3.4 SINAPSE solution proposing SDN power by AI 
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If we try to combine the different levels of implementation for SDN and for AI, as depicted here before, 
we can arrive to multiple combinations corresponding to network solutions, having more or less 
advantages.  

Figure 2-6 illustrates the solutions proposed in SINAPSE, which can be considered at the end as a 
combination of different levels of SDN (vertical axis) and an AI implementation (horizontal axis). 

  

Figure 2-6 SINAPSE targeted solution 

SINAPSE is aimed mainly at proposing a solution that can be a combination of mainly level 1 and level 
2, implying a moderated to good level of technologies integration while allowing to gain improved 
network performance and capacity (efficiency, diagonal axis). 

  

The proposed network architecture evolutions should allow the automation of the ATM network 

operations by enabling flexible network resource adjustment (using SDN), proactive operation & 

maintenance (using AI), and robust protection against digital attacks. 

 

2.4 High-level safety requirements to build the proposed network 
architecture 

This section identifies, from safety perspective, high-level and general requirements that should be 
taken into account in the design of any new ATM application or system and here particularly for 
SINAPSE solutions.  The idea is to take them into account during the system design study phase, and 
try to answer the question, if they could be satisfied or not, and if not, how they could be mitigated?  

Usually, safety requirements for ATM are classified into 3 specific groups of requirements following 
the current European Regulation in force: 

1. General Safety Requirements applicable to external suppliers 
2. Specific Safety Requirements applicable to external suppliers 
3. Safety Requirements for third parties working in an airport domain 

AI/ML Level 1 Level 2 Level 3

SDN SINAPSE Assistance to Human Human/machine collaboration Autonomous machine

Level 1 Hybrid ground SDN

Level 2 Full Ground SDN

Level 3 Full A/G SDN

Low level of technologies integration and efficiency

Good level of technologies integration and efficiency

High level of technologies integration and efficiency

Integration Level

Integration Level

Efficiency
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In this section, we’ll address General and Specific Safety Requirements (1 & 2) since those 
requirements related to third parties working in an airport domain are not applicable within the scope 
of the SINAPSE Project. 

The following list gathers the most important general safety requirements. These requirements do not 
derive into performance requirements, but they are usually considered a set of prerequisites strictly 
needed for the provision of any new CNS/ATM service: 

[REQ_GEN_SAF 01]  

External suppliers must have a document management and registration system applicable to the 

service/s to be provided. 

[REQ_GEN_SAF 02]  

External suppliers shall provide the corresponding ANSP with all the relevant evidence related to 

Safety that may be requested during the provision of the service/s. 

[REQ_GEN_SAF 03]  

External suppliers shall accept when requested, Safety audits or inspections by the corresponding 

ANSP, or whoever this ANSP designates. 

[REQ_GEN_SAF 04]  

External suppliers shall implement corrective measures as necessary to address deviations from 

the safety requirements applicable to each service provided. 

[REQ_GEN_SAF 05]   

External suppliers shall document the implementation of the corrective measures and provide the 

corresponding ANSP with new evidence/s of compliance with the safety requirements. 

[REQ_GEN_SAF 06]  

External suppliers shall be responsible for transferring and enforcing the safety requirements 

applicable to its own personnel as well as to the workers of its contracts or subcontracts and of 

any other companies or entities that have any kind of formal contact or collaboration with the 

external supplier for the service it is going to provide to the corresponding ANSP, as well as for 

obtaining the corresponding evidence of compliance. 

[REQ_GEN_SAF 07]  

External suppliers shall provide a description of the activities to be carried out for the installation 

of safety-related equipment (HW and SW). 

[REQ_GEN_SAF 08]  

External suppliers shall perform a risk analysis and mitigation of the facility based on the 

installation plan prior to the start of the installation. This analysis shall consider the risks of the 

installation activities in all the ATM/CNS services and shall be used as a reference for the 

preparation of the installation risk analysis and mitigation to be carried out by the corresponding 

ANSP in accordance with its procedures. 

[REQ_GEN_SAF 09]  

External suppliers shall provide a description of the activities to be carried out for the 

commissioning and/or removal of safety-related equipment (HW and SW), including those 

corresponding to the transition phase, if necessary. 
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[REQ_GEN_SAF 010]  

External suppliers shall provide the technical support necessary to the corresponding ANSP to 

prepare the risk analysis and mitigation of the transition and/or operation and/or removal of the 

equipment in accordance with its procedures. 

[REQ_GEN_SAF 011]  

Before the start of the service, the external provider and the corresponding ANSP shall formally 

establish coordination procedures for the provider's activities that may affect the safety of the 

ATM, CNS, and/or AIS services provided by this ANSP. These coordination procedures shall include, 

if appropriate, procedures for the communication of significant changes on one side that may 

affect the other side, as well as the mechanisms for collaboration in the management of such 

changes. 

[REQ_GEN_SAF 012]  

External suppliers shall ensure that, when activities are carried out on sites with safety related 

equipment in service, its personnel shall not work on this equipment without the direct supervision 

or authorization of the ANSP. 

[REQ_GEN_SAF 013]  

External suppliers shall coordinate with the corresponding ANSP the interventions planned in the 

service and will carry them out in accordance with the coordination procedures established 

between the two. 

[REQ_GEN_SAF 014]  

Prior to any planned intervention in the service that could produce interruptions or degradations 

in the ATM/CNS services, and based on the information provided by the external provider, the 

ANSP shall analyse its impact on safety and shall coordinate the implementation, both by the 

provider and by the ANSP, of the necessary mitigation measures. The external supplier shall 

document the safety analysis process and keep a record of the evidence/s. 

[REQ_GEN_SAF 015]  

External suppliers shall immediately notify the ANSP of any incidents in the service provided that 

may affect the ATS or CNS services under its responsibility. 

[REQ_GEN_SAF 016]  

External suppliers shall have a system for the detection, recording, and resolution of incidents, the 

data, and reports of which shall be accessible by the corresponding ANSP. 

The following list gathers the most important specific safety requirements. These requirements usually 
derive into performance requirements, and this is why they are so important for the provision of a 
CNS/ATM service: 

  

The proposed SDN architecture shall be designed without having a single point of failure either at 

ML or SDN levels. 

  

The proposed SDN architecture shall not impact the current reliability figures. 
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The proposed SDN architecture shall not impact the current availability figures for both airborne 

and ground systems. 

  

The proposed SDN architecture shall not impact the continuity of the different CNS/ATM services 

provided by the ANSPs. 

  

The use of the proposed SDN architecture with AI and ML mechanisms shall not degrade the 

current integrity figures. 

  

The proposed SDN architecture with AI and ML mechanisms shall meet the required Software 

Assurance Level (SWAL) based on the software safety analysis that must be according to ED-153 

principles [4]. 

  

In case the proposed SDN requires external services provided by third parties, these third parties 

shall comply with the requirements explicitly gathered in the corresponding SLAs. Additionally, the 

fulfilment of the agreed requirements gathered in the corresponding SLAs shall be continuously 

monitored. 

  

External suppliers shall ensure that the introduction of AI and ML mechanisms will not impact nor 

degrade any of the functionality of the existing CNS/ATM systems. 

  

The proposed AI/ML models shall ensure their integrity by identifying, detecting, and mitigating 

adequately any bias or variance that could have been introduced at any time during the data 

management and/or of the training processes which can compromise the integrity of their 

outputs. 

 

To determine performance requirements, we should look at Specific Safety Requirements. Considering 
the Specific Safety Requirements mentioned above, the following end-to-end performance targets [40] 
should be achieved: 

✓ Availability: 99,99%4  

✓ Reliability:  99,99% 

 

 

4 ED120 specifies the minimum requirements to be satisfied by an ACSP allowing the ANSP to add additional 
requirements or adjust the current ones. The target values specified in [40] are more restrictive and are also the 
ones that most of the ANSPS request to be met in their SLAs with the CSPs.  
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✓ Continuity of service5: 6 min. max. outage for one month 

✓ Message transit delay (one-way): Less than 4 seconds for 95% of the messages, less than 
8 seconds for 99% of the messages for ATN B1. 

These values do not consider other aspects, like for instance, the performance improvements that 
multilink could provide. Therefore, AI and ML mechanisms should guarantee, and improve by far these 
proposed target values. 

  

 

 

5 The maximum permitted time between service failure and the restoration of the service. Monthly calculation. 
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3 Objective 2: Prevent ATCO/pilot datalink 
communications outage 

3.1 Problem overview 

This first objective of SINAPSE is to “Prevent ATCO/pilot datalink communications outage”, answers 
directly the SINPASE project objective 2, studied in WP2. 

WP2 proposes to build an AI supporting network traffic Classification and QoS prediction to anticipate 
and prevent end-to-end ATS issues and outages. It also proposes an SDN powered by AI architecture 
design, granting end-to-end application services continuity and availability while respecting latency 
constraints. WP2 includes different build and validation activities for building AI models trained using 
operational dataset (i.e., RF logs and network ground logs). 

3.1.1 The context: ATN CPDLC datalink services 

The ATC datalink services targeted in objective 2 are those provided by the Aeronautical 
Telecommunication Network (ATN) Controller Pilot Data Link Communications (CPDLC) and Automatic 
Dependent Surveillance Contract (ADS-C) systems, deployed by Air navigation service providers 
(ANSPs) to provide datalink communication between Air Traffic Controllers (ATCOs) and pilots using 
CPDLC, and to request surveillance reports from aircraft using ADS-C.  

In SINAPSE, the focus will be only on CPDLC as this service is already in use by ATCOs6, but the proposed 
solution for CPDLC also covers the ADS-C, using exactly the same concept and tools (i.e., sensors, logs, 
AI, SDN etc.).  

The ATN CPDLC (or simply CPDLC) is a two-way datalink used for instructions7 exchange between 
controllers and pilots. The instructions correspond to voice phraseology employed by air traffic control 
procedures. 

3.1.2 Most common ATN CPDLC problems     

There are different potential issues that can impact the workload of the ATCOs when using CPDLC 
services:  

• Disconnections: ANSPs and operators reported technical issues when implementing the CPDLC 
services, particularly end-to-end disconnections, known as Provider Aborts (‘PAs’), of existing 
air-ground data communications enabling the operations of DLS and which are beyond 
acceptable performance levels. 

 

 

6 ENAIRE will provide operational logs from CPDLC system that will be used for AI training 

7  ATC clearances, information, requests, Free text etc. 
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• Delays: The delay on the reception of the messages has a direct impact on the pilot and 
controller’s workload. The latency time monitor compares the time of transmission of a CPDLC 
message (from the CPDLC timestamp) with the time of reception.  

✓ By ED-110B [5], when the airborne system discards a received CPDLC message because it 
contains a timestamp that is older than the allowed limit, it shall send a CPDLC downlink 
message containing the concatenation of message element DM62 (ERROR (error 
information)) with the choice (2) followed by message element DM98 (UPLINK DELAYED IN 
NETWORK AND REJECTED. RESEND OR CONTACT BY VOICE).  

✓ When the ground system discards a received CPDLC message because it contains a 
timestamp that is older than the allowed limit, it shall send a CPDLC uplink message 
containing the concatenation of message element UM159 (ERROR (error information)) with 
the choice (2) followed by message element UM183 (DOWNLINK DELAYED - USE VOICE).  

• Voice radio channels congestion: voice radio frequencies can handle a limited number of radio 
messages. Alongside radio traffic increases, the frequency becomes congested and the CPDLC 
is intended to be the solution allowing to reduce that congestion. Because of the CPDLC service 
outages, controllers must revert and switch to voice communication channels which are already 
suffering from congestion. 

For all these reasons, certain air navigation service providers took certain mitigation measures, 
consisting of the restriction of DLS operations to aircraft equipped with specific avionics through so-
called ‘logon lists’, so as to address potential safety impacts of those CPDLC issues in the operations of 
data link service. 

That loss of CPDLC end-to-end connectivity may be due to diverse reasons such as: 

• Failure of the air-ground link for different causes (e.g., lack of VHF ground coverage, excessive 
channel load causing messages loss and retransmission, radio frequency congestion, low 
airborne radio performance, etc.) 

• A failure at the ATN Network layer (e.g., air-ground (A/G) ATN router problems).  

• Etc. 
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The distribution of the delay between when an uplink CPDLC message is sent and the corresponding 
LACK message is received, the Technical Round Trip Delay (TRTD), gives a good indication of the overall 
performance of the technical system.  

• TRTD = LACK reception time (an ERROR, if for example the latency timer has been exceeded) – 
CPDLC Uplink message transmission time. 

• The target value for the 95th percentile of the delay is 16 seconds, while the target value for the 
99th percentile is 20 seconds (cf. Performance Monitoring Requirements [38] , Table 1). 

The following figure, Figure 3-2, tries to illustrate how the reasons for such CPDLC issues (PA or Delay 
events) can be several and interdependent, and a reason could the result of others, it could be also a 
mix of combinations, etc. 

Today, all these make the analysis of communication outages (PA and delays) causes complicated and 
arduous over the current VDL2/ATN datalink network. In the near future, the addition of new 
complementary SATCOM technology (IRIS-IOC8) will also make more complicated the analysis of such 
outages even if the addition of this new technology (supporting initial multi-link) is intended to reduce 
the outage rate.  

Also, in the future, with the deployment of multi-links over ATN/IPS network, same challenges will 
arise as the network infrastructure becomes more and more complex, and therefore the need for an 
intelligent proactive Ai-powered monitoring solution, as proposed by SINAPSE, will become 
indispensable. 

In the end, independently from its technologies, the underlying network infrastructure remains a 
complex system that requires proactive network tuning in order to anticipate and rectify faults while 
ensuring high availability and continuity. 

 

 

8 Iris Initial Operational Capability (IOC)  

Figure 3-1. Technical Round-Trip Delays [38] 

https://artes.esa.int/iris/overview
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Figure 3-2 CPDLC Provider Abort and Delays – root cause analysis made complicated 

3.1.3 Impact of the ATN CPDLC problems on ATCO’s workload  

An air traffic controller must constantly reorganize and adapt his or her system of processing 
information (often done under time deficit) by changing operating methods (in particular, cognitive 
processes, conversation, coordinating with other controllers, anticipation, and solving problems) as 
they arise and interact with each other. This is carried out by means of the precise and effective 
application of rules and procedures that need to be quickly selected and applied according to differing 
circumstances. 

• A Delay incident adds supplementary source of stress to air traffic controllers directly related 
to operational aspects. When a delay incident occurs, a controller is constrained to retransmit 
the uplink message or to contact by voice (i.e. discard datalink).  

• A PA incident adds supplementary source of stress to air traffic controllers directly related to 
operational aspects. When a PA incident occurs, a controller is constrained to switch to voice 
communications with an aircraft as its end-to-end datalink communication is lost.  

3.2 Proposed solution 
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The anticipation of PA and delay events could be helpful and beneficial to controllers’ operations. This 
anticipation can be done at different levels: 

• Level 1 – Workload anticipation (Strategic level) enabler allowing to predict or forecast the 
number of PAs or/and the delay trend which is most likely to happen in the next time interval 
(e.g., next 10 minutes, next hour, next day …). In other term predict PA trends with a certain 
confidence (or probability), this level could help decision-makers anticipating ATCO’s 
workloads. 

• Level 2 – Decision assistance (Tactical level) predicts per aircraft, with a certain confidence, if 
a PA and/or delay event is going to happen in the next time interval or period. When the 
prediction confidence level is sufficiently reliable, this level helps an ATCO taking the decision 
of switching an aircraft from datalink to voice communication. 

• Level 3 - Aircraft automated management is the same as level 2, but instead of switching the 
aircraft from datalink to voice, the system can take the decision of tuning the aircraft datalink 
communication media. This tuning can be performed at radio frequency (RF) level (e.g. 
changing VHF frequency or switching to an alternative VHF ground station etc.). This type of 
actions is transparent to the controller as it happens at radio frequency (RF) level and allows it 
to mitigate potential CPDLC outage issues. 

• Level 4 – Ground network automated configuration is complementary to level 3, in this case 
the system can take the action of continuously optimizing the overall ground network 
performance and capacity by tuning the VHF ground stations configurations (e.g. protocol 
timers, load balancing, etc.) or dynamically deploying virtual ground stations or switching 
another datalink media (e.g. SATCOM). 

These different levels raise many questions from operational, performance, safety, and security 
perspective, covered in the following subsections. 

3.2.1 Level 1 – Workload anticipation (Strategic level) 

3.2.1.1 Context 

Level 1 tries to answer the following questions: 

• How a PA event impacts a controller workload? 

• How a PA impacts a controller procedure (e.g., switch to voice)? 

• Does a PA trend prediction help controller? 

• What would be a useful prediction interval or period (+ 10 minutes, + 20 minutes, + 1 hour), 
min/max 

• What is the acceptable accuracy/confidence for this information (requirement)? 

Today an ATCO takes the decision of switching an Aircraft to voice after a PA event happens (i.e., lack 
of connectivity for more than six minutes). When a delay event happens, the ATCO has the choice 
either to retransmit the uplink message on Datalink or to directly switching to voice. 

The anticipation of the number of CPDLC communications and outages is a good indicator of the 
controller workload and can help in the organization of the controllers planning i.e., strategic decisions.  
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Figure 3-3 Example of indicator prediction (next day anticipation) 

Use-case example:  The anticipation of the peaks of CPDLC outage for the coming week can help the 
organization of the controller team by providing more staff during high-risky periods or/and to simply 
postpone the use of datalink during that period and replace it by voice. 

3.2.1.2 Requirements 

As described in 3.1.3, the controllers' workload is impacted by the number of communications, the 
number of delayed messages, and the number of PA: 

 CPDLC High Level Indicators observed & predicated 

For a given Air Traffic Control Centre (ATC), the monitoring solution shall be able to compute the 

following indicators: 

• Number of CPDLC sessions per hour 

• Number of CPDLC transactions (i.e., uplink message + downlink ACK) experiencing a Technical 

Round Trip (TRT) greater than 20 seconds per hour (i.e., qualified as Delay) 

• The number of messages delivered after 40 seconds (i.e., delayed messages) 

• Number of CPDLC outage (i.e., PA) per hour 

In order to help the organization of the controller’s team, the prediction needs to be available early 
enough to eventually modify the staff planning. 

 Anticipation period for strategic decision 

For a given Air Traffic Control Centre (ATC), the prediction solution shall be able to predict the 

CPDLC indicator defined in [REQ_DLK_PERF 01] at least 24h in advance. Each prediction is 

represented as a value in addition to the confidence interval (i.e., predicated value and the min, 

max with certain confidence usually 95%. Most commonly, a 95% confidence level is used. 

However, confidence levels of 90% and 99% are also often used in analysis [25]). 

The system shall evaluate continuously its predictions precisions in order to detect an eventual 
degradation of the model prediction precision. The knowledge of the reliability (i.e., precision) of the 
prediction is essential for the controllers to make a decision for their teamwork organization.  

A precision metric is to be defined later. 

 Continuous evaluation 

The monitoring system shall continuously evaluate predictions precision metric, by comparing 

predictions with observed values.  
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 Continuous evaluation 

The prediction system shall automatically adapt its predictions (e.g., retrain model, adapt 

calculation methodology) to ensure that system precision remain under a tolerance threshold. 

Note: the tolerance threshold is anticipated to be around 80% e.g., 80% of the observations during 

the last 24 hours shall remain within the predicted confidence intervals 

As described in section 2.3, the proposed system architecture relies on SDN technology. The following 
requirements on the datalink monitoring solution derive from this proposal: 

   

The prediction solution shall only rely on passive monitoring techniques to monitor the datalink 

infrastructure allowing to capture data in real-time. This data is used for training and validation 

purposes before the deployment of the AI/ML models and later to feed the system during the 

operation in real-time. 

 Implementation using SDN controllers 

The datalink monitoring solution used to feed the prediction solution should rely on SDN 

controllers to collect IP network traffic or/and to collect IP traffic statistics from all interfaces or 

devices where SDN is supported. 

Note: to collect IP traffic statistics the SDN controller and the underlying network elements (i.e., 

switch devices) should embed a flow analysis protocol (e.g., NetFlow, sFlow, IPFIX or NetStream 

etc.) 

Note: captured IP traffic allows the decoding of data payload not intrinsically decoded at an SDN 

controller level 

 Implementation using SDN applications 

The datalink monitoring solution used to feed the prediction solution should rely on a SDN 

application to decode IP and RF traffic, ingest data including collected statistics, and transform it 

into useful information used to feed the prediction Model.  
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Figure 3-4 Level 1 & Level 2 Solution - Architecture Overview 

3.2.2 Level 2 – Controller decision assistance (Tactical level) 

3.2.2.1 Context 

This level tries to answer the following questions: 

• Does this information (predict per aircraft with a certain confidence if a PA is going to happen 
in the next time interval or period) help the controller? 

• Is the controller going to change its procedure (switch to voice)? 

• What would be a useful prediction interval or period (+1 minutes, +5 minutes, + 10 minutes, + 
20 minutes), min, max interval? 

• What is the acceptable accuracy/confidence for this information (requirement)? 

The level 2 objective is to assist the controller during the operations. The information provided by the 
level 2 indicator will be detailed by aircraft with a finest time resolution than level 1.  

This level allows having a view showing per aircraft the status of the CPDLC connection in addition to 
an indicator (e.g., likelihood ratio) of potential outage issue based on prediction model. 

Use-case: If an ATCO can anticipate that several communication problems will occur in the coming 
next 10 minutes, he may be able to react and to dispatch the additional workload with other 
colleagues. 

3.2.2.2 Requirements 

As described for level1, the ATCOs workload is impacted by the number of delayed messages and the 
number of PAs. During operations, an ATCO is in charge of the communication between several aircraft 
and the ATC centre. Generally speaking, the duration of every CPDLC session may vary between 5 and 
45 minutes. 
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 CPDLC Performance indicator observed and predicted per Aircraft 

For each aircraft communicating with the ATC center, the monitoring solution shall be able to 

compute indicators allowing to reflect the status of the end-to-end CPDLC connection as follows: 

• The technical Round-trip for CPDLC transactions per minute 

• Additionally, the system shall be able to list or derive the following events per aircraft: 

• Technical Round-trip greater than 20 seconds  

• Delay error messages 

• Provider abort events 

 Anticipation period for tactical decision 

For a given Air Traffic Control Centre (ATC), the prediction solution shall be able to predict the 

CPDLC indicator defined in [REQ_DLK_PERF 08] at least 6min in advance. Each prediction is 

represented as a value in addition to the confidence interval (i.e. predicated value and the min, 

max with certain confidence usually 95%. Most commonly, a 95% confidence level is used. 

However, confidence levels of 90% and 99% are also often used in analysis [25]). 

In order to get enough time to react before communication problems occur, the system shall be able 
to detect a potential problem as soon as possible. Typically, the communication is already degraded a 
few minutes (~6 minutes) before the PA occurrence: 

 CPDLC outage events prediction 

For every aircraft communicating with the ATC center, the prediction solution shall be able to 

predict at least every minute, the occurrences of outage events (PAs) or delays for the next 6 

minutes interval. 

Every PA or delay event prediction shall be provided with a prediction confidence/probability 

value. 

This kind of prediction generally relies on a model trained on the history of the past communication 
(e.g. the last month or the last year). If a modification is done on the network or if the aircraft 
population change, the model prediction may become inaccurate. In order to avoid the appearance of 
a discrepancy between predictions and observations, the system needs to control its prediction 
accuracy and adapt the model when needed. 

 Continuous evaluation 

The prediction system shall automatically adapt its predictions (e.g., retrain model, adapt 

calculation methodology) to ensure that system precision remains under a tolerance threshold. 

Note: the tolerance threshold is anticipated to be around 80% e.g., 80% of the predicted events 

actually occurred during a 6 minutes interval. 

 

3.2.3 Level 3 - Aircraft automated management 

3.2.3.1 Context 

This level tries to answer the following question: 

• Can this type of solution be fully automated, or a human validation/intervention is required 
prior to taking action? 
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This level allows the prevention of CPDLC outage by taking mitigation actions to stop incidents from 
occurring, which involve actions/commands taken on the datalink infrastructure to decrease the 
likelihood that end-to-end connection outage will occur. These actions/commands can be 
performed at radio frequency (RF) level (e.g. changing VHF frequency or switching to an alternative 
VHF ground station etc.). This type of action is transparent to the controller as it happens at radio 
frequency (RF) level and allows to mitigate potential CPDLC outage issues. 

3.2.3.2 Requirements 

When a Communication outage is anticipated, level 3 system should be able to go a step forward 
compared to level 2 and to propose a prevention solution. 

When a CPDLC communication is degrading, the ground system could have a few means of action to 
handle the situation and prevent outages: 

 Level 3 Action identification principle 

For every PA or Delay predicted, the prediction System should identify the possible actions and 

provide for each one a confidence in the problem resolution. 

 Level 3 Action identification – required assessments 

For every PA or Delay predicted, the prediction System shall at least evaluate the following actions  

• VHF frequency tuning (e.g., using VHF tunning command) 

• Datalink layer tuning (e.g., Negotiation of retransmissions timers or counters) 

• Transport layer communication tuning (e.g., Negotiation of transport retransmissions timers) 

 Level 3 Action detection 

Every time an action is performed, the System shall be able to detect it and measure its benefits 

on the CPDLC communication performance indicator. 

The objective of this level 3 is to reduce the controller workload when its intervention is not necessary. 
Some resolution actions could be automatically done by the system. 

 Autonomous decision capability 

The System shall be able to perform/execute automatically certain action when a confidence level 

in the problem resolution is reached. 

 Autonomous decision capability configuration 

The system shall allow the activation/deactivation of automatic action’s execution and the 

configuration of the corresponding confidence threshold. 

As Level 1 and Level 2, the improvements predicted by the system when an action is done need to be 
constantly monitored to detect any eventual discrepancy between the prediction and the 
observations. 

 Continuous health monitoring 

The prediction system shall automatically adapt its predictions (e.g., retrain model, adapt 

calculation methodology) to ensure that problem resolution prediction remain under a tolerance 

threshold. 

Note: the tolerance threshold is anticipated to be around 80% e.g., 80% of the actions shall resolve 

the problem. 



OPERATIONAL, SECURITY AND SAFETY PRELIMINARY 
REQUIREMENTS ANALYSIS 

 

  

 

 

 35 
 

 

 

3.2.4 Level 4 – Ground network automated configuration 

3.2.4.1 Context 

This level tries to answer the following question: 

• Can this type of solution be fully automated, or a human validation/intervention is required 
prior to taking action? 

This level is complementary to level 3 allowing continuous optimization of the datalink infrastructure 
performance and availability. 

Compared to level 3, the actions proposed by the level 4 may impact the entire network (and not only 
one specific aircraft). 

3.2.4.2 Requirements 

The same requirements as for level 3 are applicable to level 4: 

 Level 4 Action identification 

At any time, the prediction System shall identify any possible action and provide for each one a 

confidence of the global situation improvement. 

 Level 4 Action identification – required assessments 

The prediction System shall at least evaluate the following actions: 

• Datalink media parameters tuning (e.g., retransmissions counter, timers …) 

• VHF Multi-frequency balancing strategy at VHF Management Entity (VME) level 

• Multi-link switching possibility between datalink medias 

• ATN routing strategy configurations (e.g. Add/remove routes) 

 Level 4 Action detection 

Every time an action is performed, the System shall be able to evaluate its impact on the global 

CPDLC performance. 

 Datalink infrastructure control interface 

The datalink infrastructure shall provide a control interface allowing to send tuning commands to 

improve datalink performance and availability by optimizing network routing or acting on multi-

link handover decisions. 

3.2.5 Overall system architecture guaranteeing ATC datalink services  

The different solution levels depicted in this section 3.2 proposes a solution allowing to guarantee the 
datalink ATC services by integrating different functional blocks, all combined together to improve the 
end-to-end connectivity availability between the aircraft and the ATC End System. This solution can be 
summarised as follows: 

• A real time datalink monitoring block (all levels) collecting network traffic, traffic statistics from 
different interfaces on the ground network including RF interfaces. This block should be SDN 
compatible exchanging information (for all levels) with SDN ground controllers. 
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• A prediction block based on AI/ML allowing to predict datalink outage; this prediction block is 
fed by the monitoring block. 

• A decision-maker block (for level 3 and 4) allowing to send dynamic configuration commands 
to the datalink infrastructure in order to continuously optimize end-to-end connectivity 
between aircraft and ATC End Systems. This decision block should be part of the SDN 
applications. 

 

Figure 3-5 Guarantee ATC datalink services performance Solution – Architecture overview 
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4 Objective 3: Optimize network resources  

4.1 Problem overview 

4.1.1 The context 

ATM-Grade Networks were introduced in 2015 by Frequentis at the ATM World Congress to overcome 
the limitations of generic enterprise networks. The term “ATM-Grade” has been created by 
Eurocontrol in 2014 for describing requirements that are in line with the EUROCAE ED-153 standard 
[4]. The extension of such requirements to IP networks created the “ATM-Grade Network” definition, 
a highly-reliable data and voice communication network solution for interconnecting ATM 
applications. The experience in designing, implementing, and operating such networks in the last years 
lead to the idea that artificial intelligence and especially machine learning could potentially further 
assist in fulfilling the challenging requirements.  

The SINAPSE project WP3 also builds upon the progress of SESAR Wave 2 Sol.77 (FCI) and Sol.61 (Hyper 
Connected ATM). The addition of machine learning components should further optimize the usage of 
network resources and the performance of certain operations such as failure detection, failure 
switchover, seamless mobility, and network path selection.  

4.1.2 The problem 

The main goal of WP3 is to provide an optimum ground-based network solution that takes into account 
the air-ground multilink situation and combine it with the ground-ground network status for finding 
the optimum network paths for each application end-to-end. 

For a long-time machine learning has been seen as an un-deterministic, unreliable method that cannot 
be used in safety critical systems and networks. WP3 aims to change this perception by developing 
such solutions that could enable closed loop control with machine learning while still fulfilling the 
safety requirements. While the formal exclusion of machine learning has been removed recently from 
the major safety standards, there are still open issues with potential false positives or false negatives.  

The proposed methods shall be applicable to both air-ground and ground-ground communications 
(such as VSAT radio links or terrestrial microwave).  

The main technological challenge is that Machine Learning systems have a hidden way of getting to 
conclusions: 

• Not well understood, not traceable, difficult to trust 

• Too many false positives or false negatives 

• No model yet for safety analysis. 

WP3 will study the potential of using expert systems for controlling the results provided by the 
Machine Learning system. The expert system could include 

• Combination of Description Logic (or similar) and rules 

• One part that is mathematically provable (ontology) 
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• Asserted knowledge that can be extended by inference engines 

• Rule based part that uses heuristic search, where conclusions are fully traceable 

In practical use of AI today, a human is needed to judge the intended actions. The human might be 
replaced by the expert system. 

WP3 will also monitor to progress of the Explainable Artificial Intelligence (XAI) initiative [20]. This 
might provide further tools for creating safety arguments as demonstrated in the next Figure. 

 

Figure 4-1 Evolution to XAI [20] 

Proper safety models shall be created, but first, we need a better understanding of such a closed loop 
control system. Unfortunately, the EASA efforts will only follow in time the SINAPSE project [6], so we 
could get only a limited guidance on the regulatory approach to AI usage in ATM [21].  

4.1.3 The impact 

The potential impact on using a combination of AI methods and SDN technologies is very wide in ATM-
Grade Networks. It can provide the following benefits: 

• Increased situational awareness by proper sensor fusion. 

• Proactive actions on predicted situation. 

• Improved availability of network connectivity services. 

• Better quality of experience for ATM applications and services; 

• Better network resources utilization that could also reduce costs. 

• More automated operations that would lead to long-term human resources cost reductions. 

• Freed up human resources could be redirected to solve other difficult problems. 

The generic impact possibilities will be studied and demonstrated by a detailed design of the following 
use cases: 

• WP3-01 – Predict the weather dependent radio link behaviour 



OPERATIONAL, SECURITY AND SAFETY PRELIMINARY 
REQUIREMENTS ANALYSIS 

 

  

 

 

 39 
 

 

 

• WP3-02 – Discover hidden shared risk groups (SRG) 

• WP3-03 – Identify the most important test cases for automated regression testing for change 
management 

These use cases are further defined in the next sections.  

4.2 Proposed solution 

4.2.1 Level 1 – Assistance to human 

4.2.1.1 Context of Use Case WP3-03 

ATM-Grade Networks require a very thorough testing. Theoretically, all requirements should have 
assigned test cases that could be traced back to the root requirements. Ideally, a full test coverage is 
needed in each regression test cycle. However, this requires a lot of time and resources, although most 
of the test results will not change and not provide additional useful information for quality 
improvements.  

Acceptance tests are always preceded by multiple runs of SQT (system quality test). The best solution 
is a totally automated CI/CD workflow that is an integral part of product and solution development. 
The number of test cases for an ATM-Grade Network would quickly grow to many thousands. Manual 
analysis of this amount of test results is practically not feasible. Even running every test with full 
automation might take days or weeks. It is crucial to optimize the interim regression test runs for 
focusing only on the really important tests. Executing the whole test set is necessary only in the final 
SQT phase and in the acceptance test. Selecting these characterizing test cases is a difficult test with 
such huge test sets. Artificial intelligence methods may help to do this task.  

The Machine Learning system could take all the test cases and the results of the test runs and find 
those test cases that are really problematic and require multiple interim test runs. Those test cases 
that look not impacted by the recent changes in the products or solutions, could be left out from the 
interim tests. This will enable timely test execution and will also spare significant resources.  

The test case and test execution design will be still done by human personnel. The Machine Learning 
system will only provide assistance to do such tasks. 

This use case will be defined and described in detail, but there is no intention at this maturity level for 
creating a laboratory demonstration. This would require a more advanced test environment in the 
available laboratories, so it is postponed for future projects continuing the work of SINAPSE.  

4.2.1.2 Requirements 

Please note that the following requirements are not related to the test procedures of the solution, but 
they are functional requirements to define how to optimize the network test procedures by employing 
the Machine Learning solution studied in this project. 

[REQ_Level1_01] Test cases database 
Test cases shall be maintained in a database with a well-defined API. Test cases should have a 

proper coverage of all requirements (both functional and non-functional). 

[REQ_Level1_02] Requirements test coverage 
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Test cases should have a proper coverage of all requirements (both functional and non-functional). 

[REQ_Level1_03] Test execution results database 
Test execution results shall be maintained in a database with defined API. All test execution results 

shall be linked to a test case definition.  

[REQ_Level1_04] Test results traceability 
All test execution results shall be linked to a test case definition.  

[REQ_Level1_05] Test evidence 
Test execution results shall be integrity protected and reliably time stamped.  

[REQ_Level1_06] CI/CD pipeline 
The trained ML model shall be integrated into a CI/CD pipeline controlling the interim regression 

testing.  

[REQ_Level1_07] Utility function 
A test utility function shall be defined that reflects the test duration and resources constraints. 

 

4.2.2 Level 2 – Human and machine collaboration 

4.2.2.1 Context of Use Case WP3-02 

ATM-Grade Networks have exceptional high availability targets. This is achieved by a careful balancing 
of the redundant paths needed and the associated costs. However, the assumption of independence 
between parallel network paths might become incorrect. Unfortunately, communication network 
service providers (CNSP) could have a proper administration of cables and physical facilities only for 
their own networks. In most cases, even this database is not perfect. Usually, they do not have any 
information if some physical infrastructure is shared with other service providers or not.  

Even if the ATM-Grade Network designer carefully selects independent service providers for the 
redundant paths, some shared hidden groups cannot be identified at the design phase (e.g. common 
conduit shared by independent network service providers, or common facility issues (cooling). 

Finding such hidden shared risk groups might be possible in the operations phase by analyzing the 
correlation between certain network events. If two redundant paths are truly independent, then their 
blackout and brownout situation should show no timely correlation. If indeed a systematic correlation 
could be identified, then the network management system should be updated with this information.  

An SDN controller could take this additional shared risk group (SRG) information into account when 
running the network path selection algorithm. Human supervision might be needed to cross-check the 
impact of such SRG. For example, it would be necessary to modify administrative policies, availability 
models, change the network design, etc.  

WP3 aims in this use case only for human and machine collaboration, but no fully automated control 
loops, since some of the actions are difficult to automate. The use case and the associated solution will 
be described and design in detail. Its implementation in the proof-of-concept lab is planned to be 
optional and it will depend on the available resource and time.  
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4.2.2.2 Requirements  

[REQ_Level2_ 01] Failure ontology 
A failure ontology shall be defined that could lead the ML system in discovering interesting events. 

[REQ_Level2_ 02] Time synchronization 
All components of the system shall have a synchronized time-of-day with an accuracy and precision 

of better than 1 msec.  

[REQ_Level2_ 03] Network management integration 
Based on the failure ontology, the interesting network events shall be extracted from the network 

management system as an input for the ML training and resulting model. 

[REQ_Level2_ 04] Discovered SRG presentation 
The ML discovered SRG shall be displayed on a WebGUI for the human expert to be reviewed. The 

human expert should be able to override parameters or add further attributes to the SRG. 

[REQ_Level2_ 05]  Human override 
The human expert should be able to override parameters or add further attributes to the SRG. 

[REQ_Level2_ 06] Network model update 
The ML discovered SRG shall be in a form that could be imported into the network models used 

by the SDN controllers and other management or design systems.  

 

4.2.3 Level 3 – Autonomous machine control 

4.2.3.1 Context of Use Case WP3-01 

ATM-Grade Networks are usually composed of two significantly different types of physical links. Fiber 
optics is relatively reliable, stable, does not depend on the weather (if underground). However, since 
remote sites might be in difficult to reach locations, it is very common to have terrestrial microwave 
or VSAT radio links even in ground-ground networks.  

Air-to-ground (A2G) communications can use only wireless links. The Future Communications 
Infrastructure (FCI) will have minimum 3 different radio link technologies between the aircraft and the 
ground. The Hyper Connected ATM will further expand the usage of radio links. 

All radio links are sensitive to atmospheric conditions, and thus to weather. They may also have issues 
as bad coverage, interference, congestion, or many other disturbances. Currently, the network control 
can act on those link quality problems only reactively. This may result in unacceptable performance 
problems in the Quality of Experience (QoE) of ATM services. 

A Machine Learning system could potentially estimate future QoS, QoE and network events (focus on 
voice and surveillance). This would be the basis for a pro-active re-arranging of the flow-based routing 
optimization over multiple network paths with maximum distance from potential impacts. The 
increased robustness of the network will fulfil the requirements for an ATM-Grade behavior.  

4.2.3.2 Requirements  

[REQ_Level3_ 01] Administrative policy 
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The dynamic decisions based on situational awareness shall be combined with administrative 

policies that might be different for each application. 

[REQ_Level3_ 02] Rule editor 
The expert system shall provide a rule editor for the human experts. It should facilitate the 

cooperation of multiple experts. The asserted knowledge shall be clearly separated from the 

inferred knowledge.  

[REQ_Level3_ 03] Rule editor – collaborative editing 
The Rule Editor should facilitate the cooperation of multiple experts. The asserted knowledge shall 

be clearly separated from the inferred knowledge.  

[REQ_Level3_ 04] Rule editor – asserted vs inferred knowledge 
The asserted knowledge shall be clearly separated from the inferred knowledge.  

[REQ_Level3_ 05] Explanations 
The expert system shall provide an explanation feature for showing the detailed steps for inferring 

new knowledge or answering queries. 

[REQ_Level3_ 06] Ontology-based rules 
The rule systems shall be able to use an ontology for composing the rules. The ontology shall be 

consistency checked. 

[REQ_Level3_ 07] Ontology-consistency check 
The ontology shall be consistency checked. 

[REQ_Level3_ 08] Hyperparameter optimization 
The ML system shall support automated hyperparameter optimization. The grid and random 

methods should be included as a minimum. 

[REQ_Level3_ 09] Hyperparameter optimization - grid 
The grid and random methods should be included as a minimum. 

[REQ_Level3_ 010] ML model execution 
The trained ML model execution time shall have an upper bound that is known either by 

theoretical calculation or proper measurement. 

[REQ_Level3_ 011] ML model input 
The ML model execution shall be able to receive a real-time input stream from the SDN controllers 

or the network management system. 

[REQ_Level3_ 012] ML model output 
The ML model execution shall be able to initiate the running of the rule-based expert system and 

transfer its predicted data in real-time to the expert system. 

[REQ_Level3_ 013] Expert system execution 
The expert system execution time shall have an upper bound that is known either by theoretical 

calculation or proper measurement. 

[REQ_Level3_ 014] Expert system output 
The expert system shall be able to update the internal performance database of the SDN 

controllers in a real-time manner. 
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[REQ_Level3_ 015] SDN controller integration 
The SDN controller shall have a well-defined API for sharing performance data with other systems 

in a real-time manner.  

[REQ_Level3_ 016] Real-time responsiveness 
The target architecture for the control loop shall be prepared for having a responsiveness of less 

than 1 second for network performance changes.  

This might not be achieved already in the PoC in SINAPSE. Proposal should be given for improving 

execution speeds for future implementations.  

[REQ_Level3_ 017] Weather data 
Both a real-time and a synthetic weather data source shall be available in the PoC lab environment. 

The weather data will be fed into the ML system. 

4.2.4 Overall system architecture 

4.2.4.1 Overview 

The three defined use cases could be used to study, compare, and analyze various machine learning 
methods. The following table shows these mappings. 

Use case Technical approach Real data Synthetic 
data 

Learning Expert system 

WP3-01 QoS prediction and 
path selection 

MEVA 
network 

Yes Supervised Safety rules 

WP3-02 Multi-dimensional 
events clustering 
and correlation 

Brazil 
network 

Yes Unsupervised Failure 
Ontology  

WP3-03 Utility and cost 
optimization 

t.b.d. Yes Reinforcement Heuristic 
search 

Table 4-1: WP3 solution methods 

The WP2 solution focuses on application layer events, while the WP3 solution processes only network 
layer events. Similar training methods might be used in both (supervised learning).  

The WP4 solution focuses on security-related events, while the WP3 solution looks for hidden shared 
risk groups for better safety analysis. Anomaly detection is needed in both (unsupervised learning). 

Base on common methods, the exchange on experience is beneficial both with WP2 and WP4. A study 
for identifying future integration of application and network layer optimization methods could be also 
conducted in cooperation with WP2 and WP4. 

The Machine Learning (ML) system will have various control parameters. Hyperparameters of artificial 
neural networks (ANN) with deep learning include 

• Structure of the ANN (number of hidden layers, number of neurons, activation function, etc.); 

• Training of the ANN (learning rate, optimizer batch size, momentum, beta, etc.). 
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WP3 plans experimenting with hyperparameter optimization (HPO) search using 

• Grid,  

• Random methods. 

WP3 will also analyze and compare other HPO methods: Bayesian, evolutionary, etc.  

Each use case will have an individual ML instance using the same deep learning framework using 

• Different set of optimum hyperparameters 

• Automated search for these hyperparameters 

• Visual feedback on the evolution of hyperparameters 

4.2.4.2 Computational flow 

Based on preliminary research, WP3 will start implementing the WP3-01 optimization use case by using 
a combined computational workflow between the various solution components as shown in the next 
figure, Figure 4-2. 

 

Figure 4-2 WP3 computation flow proposal 

The network system will be an augmented version of the FCI lab. The SDN controller will provide live 
feedback on the performance of the network based on active probing and telemetry. The predictor 
will use a trained ML model for making forecasts of links problems. The expert system will take the 
output of the predictor and cross-check it with the provided safety rules. Only safe prediction data will 
be provided to the SDN controller. The network operator engineer might fine-tune the rules in the 
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expert system if necessary. The expert system will be loaded with an initial set of rules determined for 
human expert knowledge.  

The ML model to be used in the predictor will be the output of the training system. The input data 
samples will be divided into two sets: 

• training samples; 

• testing samples (verification of the ML model). 

Because of the limitations on acquiring a big enough data set easily from current production networks, 
it would be necessary to generate synthetic data both for training and testing.  

4.2.4.3 Proof of Concept 

The various deliverables of WP3 should be based on a proof-of-concept (PoC) hands on experience, 
not just theoretical considerations. The plan is to utilize the synergies with existing FCI and Hyper 
Connected ATM lab facilities for the ATM-Grade Network part with the new ML related components 
as additions on top of it. The existing labs already include 

• Physical network with traffic generators and applications; 

• Impairment injection devices; 

• Computing and storage platforms. 

The WP3 PoC would require the addition and integration of the following components to the existing 
facilities: 

• WP3-P01: ONOS based SDN controller – FRQ NetBroker Controller / ONOS v2 

• WP3-P02: Active probes – FRQ NetBroker Probe 

• WP3-P03: Active monitoring – FRQ NetBroker Monitor and Flow Visualizer 

• WP3-P04: Expert system – Stanford WebProtege with SWRL 

• WP3-P05: Neural Network Framework: Eclipse DeepLearning4J (DLJ4) 

• WP3-P06: Neural Network Generator Framework: DL4J Arbiter  

• WP3-P07: Sample Data Import/Export Framework: DataVec DL4J 

• WP3-P08: Data Manipulation (Linear Algebra, …) Framework: ND4J DL4J  

• WP3-P09: REST API Framework: Apache Spark  

• WP3-P10: Configuration Framework: Cfg4j 

• WP3-P11: SESAR FCI and Hyper Connected ATM testbed with extensions 

• WP3-P12: Test Automation Framework: FRQ CATS (behavior-driven) 

This proposed ML platform will be further fine tuned as more and more experience will gather in the 
PoC execution.  

4.2.4.4 Requirements 

[REQ_PoC_ 01] Open source 
Wherever feasible, open-source software shall be preferred above closed source or commercially 

licensed software for the ML and expert system related components. 

[REQ_PoC_ 02] Synthetic data 
It shall be possible to generate synthetic data for training and testing the AI control loop.  
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[REQ_PoC_ 03] Synthetic data 
The synthetic data shall be consistent with the acquired production network data.  

[REQ_PoC_ 04] Lab management 
All components of the PoC platform shall be under the control of a usual network management 

system provided by the FCI Lab. 

[REQ_PoC_ 05] Remote access for PoC 
The PoC platform shall support remote access to all components for configuration and supervision.  

[REQ_PoC_ 06] Data lake capacity 
The data lake storing the training and testing samples for the ML system shall have a minimum 

capacity of storing link performance data for 5 years.  
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5 Objective 4: Implement cybersecurity 
mechanisms to detect and prevent digital 
attacks 

5.1 Problem overview 

This objective “Implement cybersecurity mechanisms to detect and prevent digital attacks”, answers 
directly the SINPASE project, objective 4, studied in WP4. 

WP4 addresses the security vulnerabilities of and potential cybersecurity attacks to an SDN-based 
avionics communications system. It proposes the exploitation of AI and ML for cybersecurity to protect 
against these attacks. It also investigates the security issues concerning the use of AI against such 
attacks. The main goal is to ensure service reliability, integrity and in some cases confidentiality.   

5.1.1 The context: Attacks on ATSC and AAC Services 

Objective 4 targets security-attacks that will compromise the safety critical Air Traffic Service 
Communication (ATSC) and non-safety critical services provided by Aeronautical Administration 
Communication (AAC). More specifically attacks on the Automatic Dependent Surveillance Broadcast 
(ADS-B) will be considered in the ATSC.  

5.1.2 The problem 

Today’s aeronautical communications increasingly rely on digital communication to exchange 
information within an aircraft, between aircraft, between aircraft and the ground network. This leads 
to growing numbers of attack points in different domains and attracts a variety of attackers. Figure 5-1 
shows possible digital communication interfaces inside an aircraft and the A/G interfaces to the ground 
ATN under a possible multi-link architecture.   

 

 

Figure 5-1 Digital communications infrastructure of SINAPSE 
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Safety-critical flight control communication domain and non-safety-critical airline/passenger 
communication domains are physically interconnected and may even share the same datalinks for 
exchanging information with the ground network. While physical segregation of the different 
communication domains may offer the best way to prevent cross-domain security breach, this would 
increase costs and weight of an aircraft. Hence in objective 4 the physical segregation will not be 
considered.  Logical segregation would provide a more efficient solution. However, logical segregation 
of different communication domains requires dedicated security measures such as VLANs, DTLS and 
gateway firewalls to ensure on-board and end-to-end communication security.  

In the safety-critical communication domain, ADS-B is seen as a key enabler of the future ATM network 
and is vital to achieving the performance objectives of a Single European Sky in terms of safety, 
capacity, efficiency and environmental sustainability. Aircraft or airport vehicles broadcast their 
surveillance information including the identity, position and other information to nearby aircraft and 
ground control to facilitate airborne traffic situation awareness, spacing, separation and self-
separation operations. Currently, there is no protection for ADS-B messages against malicious 
manipulations or spoofing. Since ADS-B transponders are easily available in the market, it is easy for 
hackers or terrorists to launch virtual aircraft in the sky for a denial-of-service attack by overwhelming 
traffic control capacity or causing aircraft to take dangerous evasive manoeuvres. To counter such 
attacks, it is important to ensure ADS-B message integrity and authenticity, to implement access 
control at all external communication interfaces of an aircraft and anti-jamming techniques to protect 
the datalink.  In addition, encryption of ADS-B messages before they are sent out are not mandatory, 
making it vulnerable to eavesdropping and tracking of aircraft for possible espionage of important 
personnel on-board the aircraft or preparation of other attacks. To avoid such exploits, security 
measures can be enhanced with confidentiality protection. 

SINAPSE considers an SDN-based aeronautical communication architecture on the ground. It is 
expected that the SDN controller on the ground would provide security monitoring and management 
functions to the ATN network components such as the G/G routers. If the SDN controller is 
compromised, any mechanisms designed to protect these components and message information will 
also be compromised. The potential vulnerabilities present within an SDN architecture are depicted in 
Figure 5-2 [26]. Thus, it is paramount to protect the SDN from any cyberattack to increase the system 
resilience, reliability, and integrity. 
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Figure 5-2 Potential Vulnerabilities within the SDN architecture [26] 

5.1.3 The impact 

The impact of security attacks on the aircraft information and communication system depends on the 
attack objectives and the type of attackers. Authors in [27] broadly categorised attackers into five 
categories: 

Military forces who can launch an attack on an enemy plane from close proximity. There have been 
reported incidents of unmanned aerial vehicles intruding an attack on aircraft communication system 
using the on-board equipment. 

Intelligence Services exploit security vulnerabilities for threat preventions and can alter information 
based on different developments such as personal, business or political. 

Terrorists are usually either politically or religiously motivated and their intent is destruction and harm 
and they try to sabotage the whole aircraft, hijack an aircraft, or attack the aircraft control system to 
destabilise the establishment and cause loss of public confidence. Their threats are credible and 
actions have a devastating impact.  

Business competitors are usually after the business insider information such as business model (e.g. 
information using AAC) to either outperform the competition or ruin their credibility and reputation 
and cause business espionage.  

Hackers usually have the specialist knowledge to the malicious apps. Hackers can be in a group or a 
single person who carry out the attacks either for thrill and amusement or with an intent to abuse such 
as crashing an aeroplane for the purpose of suicide or take revenge on a certain known passenger. This 
attack group has the resources to destruct the aircraft security systems as well as privacy systems. 
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The following identifies potential impacts when an aircraft or ground communication network is 
compromised: 

• Potential loss of human life 

• Population at risk – the population can be the passengers on-board an aircraft or population 
on ground (for example a plane crash into a motorway) 

• Economic or financial loss 

• National security impact 

• Loss of or disruption to operations or service 

• Loss of public confidence  

5.2 Proposed solution 

From the discussion in Section 5.1.2, four levels of cybersecurity solutions will be considered in 
Objective 4. Apart from the first level of solution, the other three follows the ETSI SAI working group 
[28] that addresses the use of AI for cybersecurity and the security issues associated with the 
exploitation of AI as follows: 

• Using AI to enhance security measures 

• Securing AI from attacks where AI is acting as a component in the system that needs security 

• Mitigating against malicious AI 

Table 5.1 summarises the four levels of cybersecurity solutions and their mapping onto the different 
levels of SDN and AI/ML implementation. 

 

Table 5-1: WP4 Targeted security solutions 

It must be noted that the mapping shown in Table 5.1 is not hard mapping. Each countermeasure 
explained in one level is also applicable in the next level (e.g. use of AI as a countermeasure for ground 
and air) with an additional countermeasure according to the level of progression. In fact, the four levels 
of cybersecurity solutions apply to all levels of SDN and AI/ML implementation.  
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5.2.1 Level 1 – Segregation of ATN traffic domains - safety and non-safety 
critical services 

ATN traffic services with varying safety and non-safety performance requirements need the 
segregation of these services. In this context the segregation of ADS-B (safety) and AAC (non-safety) 
traffic domain is targeted to achieve two vital goals in SINAPSE: 

• The segregation of safety and non-safety services in SINAPSE can offer mitigation or 
elimination of cross domain cybersecurity attacks 

• The segregation will ensure safe and secure operation of the safety and non-safety services 
and can provide deployment of mechanisms to address different security and performance 
requirement for safety and non-safety traffic domains in ATN communications 

Segregation can be provided physically or logically. Physical segregation among different traffic 
domains uses hardware as the only mean to segregate different traffic domains (ATSC, AOC, AAC and 
APC). Such physical segregation is facilitated across the entire system to ensure the safety and security 
of the ATN networks and aircraft. In the aircraft segment, it implies that there will be at least two on-
board routers, one connecting safety-critical services and another non safety-critical. From the datalink 
perspective, different radio transceivers can be installed and dedicated connection to safety-critical 
and non-safety-critical domains can be possible. However, this increases the cost and weight of the 
aircraft, which in turn increases the fuel consumptions and CO2 emission. Even on the ground network, 
such segregation is not realistic as it would require duplication of infrastructure entities on a large scale 
which is very expensive.  

Logical segregation is seen to be the future, especially when there is an increasing use of software for 
radio implement using for example software defined radios (SDR) and operation and management 
functions for example network virtualisation. SINAPSE considers the use of logical segregation using 
VLANs to separate the device connections as well as the radio channels.  

In the aircraft segment, careful network configuration together with firewall and IDPS to isolate and 
secure each VLAN as at the external interfaces of the on-board router will have to be provided. 
Similarly, to protect the SDR, firewall, IPDS and potentially anti-jamming techniques at the radio 
channel level will need to be implemented.  

In the ground segment and with SDN implementation, it is expected that the SDN controller, a central 
control entity, will be implemented with security management functions to detect and protect the 
network components and their interfaces through IDPS, for example, to detect and mitigate any DDOS 
attacks thus providing rapid resolution.  As far as the radio links are concerned, SINAPSE assumes that 
radio operators will have implemented sufficient mechanisms to monitor and protect the radio 
channels against security attacks such as jamming.   

 

5.2.2 Level 2 – Securing the SDN Controller using AI  

This level is concerned with securing the SDN controller by employing AI techniques. An AI algorithm 
will be implemented directly on top of the SDN controller. Artificial intelligence techniques are not 
limited to the detection and prevention of digital cyberattacks but can also be used to identify any 
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changes between the normal radio traffic and jammed radio traffic by measuring the strength of the 
received signal versus the strength of noise received at the receiver and apply appropriate 
countermeasures. The latter can be implemented at the aircraft segment.  

In order to secure the SDN controller, an AI based IDPS is proposed to monitor and detect any 
suspicious traffic. When the IDPS detects and suspects traffic to be malicious the IDPS can in real-time 
filter it out and instruct the network entities to take relevant actions. The AI based ML algorithms to 
be considered include Support Vector Machine (SVM), Deep Neural Network (DNN), Random Forest 
(RF), Naïve Bayes (NB) and Decision Tree (DT) respectively [29]. When considering the best ML based 
algorithm for intrusion detection and prevention system (IDPS), certain factor needed to be considered 
such as learning rate, overhead and accuracy. 

 

5.2.3 Level 3 – Securing AI from Cybersecurity Attacks 

The problem statement discussed in section 5.1.2 addresses the cybersecurity vulnerabilities 
associated with SDN controller. However, the solution of preventing cyberattacks using AI techniques 
also brings vulnerabilities associated with the AI algorithm.  The cybersecurity attacks launched at the 
SINAPSE network can also target AI/ML based model located in IDPS of SINAPSE architecture both on 
ground and on-board the aircraft. These attacks can lead to different levels of consequences ranging 
from interruption of one traffic flow to total communication halt between aircraft and the ground 
networks. 

Broadly there are two categories of attacks on an AI system: poisoning attacks and evasion attacks. 
Poisoning attacks alter or poison the training dataset of the AI model to achieve adversarial goals such 
as ensuring that AI system will treat the malicious traffic like normal traffic. In evasion attacks, an 
adversary learns the classification process of the AI system by capturing a limited data samples on the 
system and then using the intelligent techniques to create attack data which can bypass AI model 
classification process. 

 These attacks can be further classified into three subclasses. 

i) Blackbox attack:  The attacker has no knowledge of the system and it learns from the captured 
traffic patterns. 

ii) Greybox attacks: The attacker has limited knowledge about the target AI system. For example, 
the attacker may know and launch an attack to a subset of the multiple training datasets being 
used by the AI system.   

iii) Whitebox attacks: The attacker has complete knowledge of the AI system and it can perform the 
most exhaustive attacks to the system. 

In this use case, the poisoning attacks on AI model and potential solutions to mitigate these attacks 
will be considered. The counter measures considered for poisoning attacks are data sanitising and 
anomaly detection in the training data, respectively.  

5.2.4 Level 4 – Protecting AI against malicious AI  

This use case investigates possible countermeasures, against malicious AI attacks to AI algorithm, using 
AI and non-AI based methods. The phenomenon of utilising AI to enhance conventional cybersecurity 
attack using AI makes the attack even more lethal and unpredictable. With the rise of AI methods being 
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used in cybersecurity and more research being publicly available about AI based cybersecurity the 
same AI based intelligence has now started appearing in malicious AI inspired intelligent cybersecurity 
attacks.  

The AI inspired evasion attack can be launched to learn and manipulate the classifier of ML model used 
in  IDPS of SINAPSE network so that it can interpret the attack traffic as normal traffic and does not 
detect/block the cybersecurity attack appropriately. Machine learning methods can provide improved 
security against cybersecurity attacks but if appropriate ML methods are applied the same defence can 
easily be fooled. The ground reality is that any cybersecurity system can be evaded be it machine 
learning based or conventional IDPS if appropriate countermeasures are not deployed. The defence 
against evasive attacks is very hard because trained models are imperfect, and an attacker can always 
find and tune the parameters that will tilt the classifier in the desired direction. The good practice [29] 
against possible defence against evasive attacks are: 

• Train the AI model for IDPS with all the possible adversarial examples an attacker can use to 
manipulate the classifier 

• Compress the model so it has a very smooth decision surface, resulting in less room for an 
attacker to manipulate it 

• Benchmark the machine learning systems’ vulnerabilities to adversarial samples using tools to 
identify the attack surface that the machine learning model is exposing 

The AI model discussed in section 5.2.2 which will be used for the protection of SDN will be the first 
model that will be tested against malicious AI based evasive attacks and then measures will be 
implemented to defend it using the countermeasure proposed in SINAPSE architecture. 

5.2.5 SINAPSE Cybersecurity Requirements 

The overall cybersecurity requirements on SINAPSE architecture for all levels considered in the above 
subsections can be drafted as follows: 

[REQ_SEC_01]  
The SINAPSE security architecture should ensure security against cross domain security attacks 

between safety and non-safety traffic domains. 

[REQ_SEC_02]  
The SINAPSE security mechanism shall support reliability and robustness to mitigate denial of 

service attacks using appropriate IDPS methods to detect and prevent DoS attacks. 

[REQ_SEC_03]  
The SINAPSE security mechanism shall support message authentication and integrity to prevent 

message alteration attacks using Message Authentication Codes (MACs) and digital signature etc. 

[REQ_SEC_04]  
The SINAPSE security mechanism shall support end-to-end encryption using DTLS to mitigate 

eavesdropping or confidentiality attacks. 

[REQ_SEC_05]  
The SINAPSE security mechanism shall support entity authentication to mitigate impersonation 

attacks which can have catastrophic impact if launched on ATSC communication services. 
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[REQ_SEC_06]  
The operation of the SINAPSE security functions shall not diminish the ability of the FCI to operate 

safely and effectively i.e. the processing overhead and delays incurred by security mechanisms 

should not affect the performance, particularly in safety services domain. 

[REQ_SEC_07]  
The SINAPSE security mechanism may provide a measure of resistance against deliberate insertion 

of RF interference to avoid physical layer attacks i.e. jamming and distortion attacks. 

[REQ_SEC_08]  
The physical access to the SINAPSE equipment is assumed to be secured on the ground as well as 

on-board the aircraft. 

[REQ_SEC_09]  
The SINAPSE architecture will ensure that the implemented AI model is robust against any security 

attacks from malicious adversaries. 

[REQ_SEC_10]  
The SINAPSE security mechanism shall provide a clear segregation between data plane and control 

plane. 

[REQ_SEC_11]  
The SINAPSE security architecture should support SDN protocol stack to take advantage of the 

following features offered by SDN architecture: 

• Centralised network provisioning using SDN controller  

• Traffic programmability 

• Network automation  

• Segregation  of data plane and control plane 

[REQ_SEC_12]  
The SINAPSE network should take advantage of amalgamation of SDN augmented architecture and 

ML based IDPS to defend the aircraft network and ground network from digital security attacks. 

[REQ_SEC_13]  
The aircraft network should still apply all the security measures as described in lever-1 as there is 

no SDN enabled entity in aircraft at level-1. 

[REQ_SEC_14]  
The SINAPSE security management should also consider defence against jamming attacks on the 

individual radio interfaces on both aircraft and ground to avoid service disruption over radio links 

[REQ_SEC_15]  
The SINAPSE security management should also consider the defence against the attacks on AI to 

protect AI models being used for different purposes in SINAPSE architecture i.e. for performance 

management, multilink mobility management and security management respectively. 

[REQ_SEC_16]  
The SINAPSE security shall make full use of the AI techniques to enhance and improve conventional 

countermeasures for attacks against the AI model. 

[REQ_SEC_17]  
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The SINAPSE security mechanism may provide fully automated security management taking 

advantage of SDN features and advanced AI algorithms. The automated security management 

should include detection, handling, and prevention of cybersecurity attacks on SINAPSE system. 

[REQ_SEC_18]  
The SINAPSE security should provide end-to-end security against, confidentiality, availability, and 

integrity attacks. 

[REQ_SEC_19]  
The SINAPSE security mechanism should defend the system against insider and external attacks. 

[REQ_SEC_20]  
The SINAPSE security mechanism must defend the SDN controller to avoid compromised central 

control in the SDN protocol stack. 

 

5.2.6 Overall system architecture 

The following figure represents an overall high-level architecture of SINAPSE network consisting of the 
aircraft network and ground network with a combination of security measures in the form of hardware 
and software elements in the network. The security measures also highlight potential security 
vulnerabilities at different locations of the network.  
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Figure 5-3 Security over SDN Based FCI architecture using AI 

Various types of security measures which are proposed in SINAPSE and highlighted in the above figure 
are: 

• Firewalls 

• IDPS on the aircraft and on the ground network 

• Encryption and Decryption (DTLS) 

• Traffic Domain Segregation 

o Logical Segregation 

• Authentication Servers (As Third-Party Servers) 

• Certification Servers (As Third-Party Servers) 

• Anti-jamming on the radio links 

The malicious attacks can be launched on SINAPSE from ground as well as from on-board the aircraft 
with different traffic domains and externally as shown in Figure 5-3 above. The appropriate 
configuration and composition of above-mentioned security measures provide end-to-end security on 
SINAPSE architecture in terms of confidentiality, reliability, integrity and availability. The most 
important entities in the overall SINAPSE architecture which need to be defended primarily are on-
broad router, all traffic domains i.e. ATS and AAC traffic domains, SDN controller on ground and 
ATN/IPS network respectively. Work package 4 investigates the appropriate countermeasures at 
different levels using SDN and AI augmented mechanisms for security in SINAPSE network architecture. 
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Acronyms 

AI  Artificial Intelligence 

ANN  Artificial Neural Networks 

ANSP  Air Navigation Service Providers 

ATC  Air Traffic control 

A/G  Air ground 

ATCO  ATC Officer 

CNSP  Communication Network Service Provider 

CPDLC  Controller Pilot Data Link Communications 

CSP  Communication Service Provider 

DNN  Deep Neural Network 

FCI  Future Communications Infrastructure 

HPO  Hyperparameter Optimization 

IBN  Intent-based networking 

IDPS  Intrusion Detection and Prevention System 

IDS  Intrusion Detection System 

IOC  Initial Operational Capability 

I4D  Initial 4D 

ML  Machine Learning 

PA  Provider Abort 

QoE  Quality of Experience 

SDN  Software Defined Network 

SRG  Shared Risk Group 

SQT  System Quality Test 

SVM  Support Vector Machine 

TRTD  Technical Round Trip Delay 

XAI  Explainable Artificial Intelligence 
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